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ABSTRACT	
	
	

The System is designed to enhance security operations and 
ensure accountability among security personnel by 
integrating mobile technology with real-time data 
collection, the system improves the efficiency, 
transparency, and reliability of monitoring activities across 
designated locations. Developed using the Agile 
Development Model, the system incorporates key features 
such as monitoring via QR codes and a timestamp camera 
that enables guards to take and submit pictures. The 
software also makes it easier for guards to report incidents, 
enabling them to document any anomalies they come 
across while on patrol. Evaluation of the system was 
conducted using the ISO 25010 Software Quality 
Framework, with fourteen (14) evaluators including 
administrators, advisory committee members, and IT 
experts. The results indicated strong performance: the QR 
code generation feature scored 4.7, while the user module 
for real-time incident capture and visited site reporting 
earned 4.8. Overall, the system achieved a 4.5 rating for 
functional suitability, 4.3 for both performance efficiency 
and compatibility, and 4.2 for usability and reliability. 
Aligned with Sustainable Development Goal (SDG) 9: 
Industry, Innovation, and Infrastructure, the system 
promotes innovation in security management and 
strengthens institutional infrastructure. Upon 
implementation at the Davao del Sur State College General 
Services Office (GSO), it is expected to significantly improve 
patrol compliance, incident documentation, and overall 
operational performance. 
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INTRODUCTION 
 

            Security is a critical aspect of any institution, as it ensures the safety of people, 
property, and valuable resources. For academic institutions like Davao del Sur State 
College, maintaining an effective security system is essential not only for protecting 
infrastructure but also for creating a safe learning and working environment. However, the 
efficiency and reliability of security operations often face challenges, particularly when 
they rely solely on manual patrol methods. In many cases, security guards are assigned to 
conduct routine patrols across different areas, yet these patrols are not always completed 
as intended. Some guards, especially those working alone, may remain in one area for 
extended periods, skip certain checkpoints, or avoid difficult-to-reach locations altogether. 
Such lapses can be caused by poor weather conditions, fatigue, or the physical difficulty of 
accessing certain areas, such as upper floors requiring multiple flights of stairs. These gaps 
in monitoring leave critical areas vulnerable and weaken the overall security framework of 
the institution. 
           The integration of technology into security operations offers a promising solution to 
these challenges. As Lee (2024) notes, adopting modern tools and digital platforms can 
greatly enhance the efficiency, accountability, and coordination of security personnel. 
Mobile applications, in particular, have emerged as a cost-effective and practical approach 
to streamlining security operations. Somavanshi et al. (2024) showcased the effectiveness 
of Android-based applications using QR code technology in restricted environments such 
as factories, warehouses, and educational institutions. Their system allowed authorized 
personnel to scan unique QR codes at designated checkpoints, automatically validating 
entries against a centralized database. This process not only confirmed that the correct 
personnel were present but also maintained a secure, tamper-proof digital record of all 
patrol activities. 
       Despite the existence of various guard monitoring systems in the market, common 
operational issues remain prevalent. Three critical challenges often observed in both 
traditional and modern setups are: tampering, where checkpoint verification is bypassed; 
missing patrols, where guards fail to follow their designated routes; and lack of 
centralized control, where monitoring data is fragmented and inaccessible for real-time 
decision-making. Addressing these issues requires a system that not only verifies guard 
presence but also ensures route completion, centralizes monitoring data, and produces 
actionable reports for administrators. 
         In response to these needs, this study developed an Android-Based Guard 
Monitoring and Site Surveillance System specifically tailored for the General Services 
Office of Davao del Sur State College. The system employed QR code technology ensured 
that all patrol checkpoints—especially those in remote, difficult-to-access, or less 
frequently visited areas—are monitored consistently. QR codes was strategically placed 
across campus facilities, and security guards used smartphones to scan each code during 
patrols. Each scan accompanied by a timestamped image capture, which served as visual 
proof of guard presence. Additionally, guards had the capability to record real-time 
incidents, enabling immediate documentation of security concerns or irregularities 
encountered during patrols. 
         The data collected was stored in a centralized database, accessible to administrators 
for oversight and evaluation. From this database, comprehensive reports can be generated, 
including the list of active general services personnel, daily patrol timestamps, captured 
images, incident logs by location, and records of visited or missed checkpoints. Such a 
system improved transparency, enforce patrol compliance, and discourage negligence 
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among security personnel. It was also allow administrators to make informed decisions 
regarding security measures, resource allocation, and personnel performance. 
         Moreover, the development of this system supports Sustainable Development Goal 
(SDG) 9: Industry, Innovation, and Infrastructure, which promotes the adoption of 
innovative technologies, the improvement of institutional infrastructure, and the creation 
of sustainable systems for public safety. By integrating mobile technology with a 
systematic guard monitoring process, the institution not only strengthens its security 
operations but also sets a foundation for technological advancement in campus 
management. Ultimately, the proposed Android-Based Guard Monitoring and Site 
Surveillance System aims to create a safer, more secure environment that protects lives, 
property, and resources while fostering trust and reliability in institutional security. 

 
CONCEPT OF THE STUDY 

  
The conceptual framework for the System illustrates the interaction between 

system users, core functionalities, and administrative processes. The framework begins 
with the security guard, who is required to register by creating an account and entering 
personal information. Once registered, the guard can access the system to update or remove 
personal data, scan QR codes at designated checkpoints, capture timestamped images, and 
report incidents in real time during patrols. These actions ensure accurate location 
verification and documentation of on-duty activities. 

The administrator plays a supervisory and management role in the system. 
Administrators are responsible for generating unique QR codes for specific site areas, 
assigning and monitoring patrol routes, and tracking the real-time status of personnel. They 
maintain control over system operations by managing user accounts, validating reported 
incidents, and producing detailed reports on patrol activities, visited sites, and incident 
locations. The administrator’s interface also provides tools for system oversight and 
performance evaluation, ensuring that operations remain transparent and well-documented. 

The diagram presented in Figure 1 visually represents these processes, with the 
administrator’s functions positioned on the right side and the guard’s interactions on the 
left. The central features of the system—QR code scanning, timestamp-based monitoring, 
and real-time incident reporting—serve as the link between guards and administrators, 
ensuring seamless communication and data exchange. By streamlining these processes, the 
framework demonstrates how the system enhances accountability, improves patrol 
efficiency, and strengthens the overall security infrastructure of the institution. 
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Figure 1. Conceptual Framework of the Study 

 
RESEARCH METHOD 

 
Research Design of the Study 
         This study adopted the Agile Development Methodology, a flexible and iterative 
approach to software development. Agile delivers the system in small, manageable units 
called sprints, allowing for continuous testing, feedback, and improvement. Unlike the 
traditional waterfall method, Agile prioritizes adaptability, active stakeholder involvement, 
and rapid response to changes—qualities essential for developing a security monitoring 
application that requires accuracy, efficiency, and user-centered design. 
Phased Agile Workflow  
             The development process followed four key phases as shown in Figure 2 aligned 
with the Agile framework: Planning, Development, Testing, and Deployment. 
 

 
Figure 2. Agile Model Framework of the Study 
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Phase 1: Planning and Requirements Analysis 
         This phase focused on gathering, defining, and analyzing user requirements through 
consultations with security guards and the General Services Office (GSO) head. The 
goal was to determine operational needs, define the project scope, and identify technical 
specifications. 
Key Activities: 

1. Conducted interviews and requirement-gathering sessions with end-users. 
2. Defined system features such as QR code checkpoint scanning, timestamp-

enabled image capture, and real-time incident reporting. 
3. Analyzed resource needs, including hardware and software specifications, to 

ensure smooth system operation. 
For hardware requirements, a laptop serves as the primary development and 

administrative machine. It must operate on Windows 10 and have a processor speed of at 
least 1.8 GHz (with a quad-core or higher recommended for better performance). A 
minimum of 4 GB RAM is required, though 8 GB is preferable for faster processing during 
coding, testing, and deployment tasks. Storage should be an SSD with at least 800 MB free 
space, but 20–50 GB is recommended to accommodate application files, development 
tools, and backup data. An Android phone is also necessary for testing and actual use of 
the application. It should have a processor speed of at least 2 GHz, 32 GB ROM, 3 GB 
RAM, and run on Android OS 9 or higher to ensure compatibility with the developed 
features and smooth execution of the application. 

For software requirements, the system relies on Windows 10 as the operating 
environment for development. Android Studio is the primary programming tool for 
building and debugging the application, offering the necessary libraries, SDKs, and 
emulator support for Android development. For backend services and data storage, 
Firebase is used as the Database Management System (DBMS), enabling real-time 
synchronization, secure authentication, and efficient storage of user data, incident reports, 
and images. Overall, these hardware and software specifications were chosen to guarantee 
the reliability, compatibility, and responsiveness of the system during both development 
and deployment, ensuring that the application performs well in real-world security 
monitoring operations. 
Phase 2: System Development 

Using the Agile model (Figure 2), the system was developed in iterative cycles. 
Each sprint involved coding, integrating features, and reviewing progress with stakeholders 
for feedback and improvements. 
Key Development Components: 

1. QR Code Module: Generates unique QR codes for designated site locations. 
2. Timestamp Camera Module: Captures images with date and time as proof of 

guard presence. 
3. Incident Reporting Module: Enables guards to document irregularities during 

patrols. 
4. Admin Dashboard: Allows administrators to create QR codes, manage user 

accounts, monitor patrol activity, and generate reports. 
Phase 3: Testing and Quality Assurance 

This phase ensured that the application met the functional, performance, and 
compatibility requirements. Testing was conducted according to the ISO 25010 Software 
Quality Framework, with fourteen (14) evaluators including administrators, advisory 
committee members, and IT experts. 
Phase 4: Deployment and Data Integration 
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After successful testing, the system was deployed for use by the Davao del Sur 
State College General Services Office. The deployment included setting up Firebase for 
data storage, configuring QR codes at patrol checkpoints, and registering system users. 
Data Sources: 

User Dataset (Figure 3): Includes unique IDs, roles, emails, names, birthdates, 
and gender, enabling role-based access control. 

 
Figure 3. Dataset for users 

 
Image Dataset (Figure 4): Stores timestamped photographs of guards at 

checkpoints, providing visual proof of patrol completion. Metadata such as file name, size, 
and creation date further enhances accountability. 

 

 
Figure 4. Datasets for images 

 
Flowchart of the System 

The flowchart, shown in Figure 5, provides a clear visual representation of the 
System’s workflow. By using standard symbols such as ovals, diamonds, and arrows, it 
illustrates the sequential flow of actions, inputs, and outputs within the system. This visual 
approach simplifies the understanding of the system’s operations for both technical and 
non-technical stakeholders, enabling easier analysis, better communication, and more 
effective collaboration. It also serves as a reference for future development, ensuring that 
the system can be maintained, enhanced, and scaled with minimal difficulty. 



6th	International	Conference	of	Health,	Science	and	Technology	(ICOHETECH)	 
September,	2025 

 

LPPM Universitas Duta Bangsa Surakarta, Indonesia 421 

 

The process begins with both administrators and guards logging in to access their 
respective dashboards. From the guard’s side, the system prompts them to scan a location-
specific QR code, which verifies their presence at a designated site. After scanning, they 
are directed to a timestamp-enabled camera to capture an image, which can be saved or 
submitted immediately. In case of an incident, guards can file a real-time report by 
entering the incident location and details, capturing supporting images, and submitting 
them through the application. 

On the administrator’s side, successful login grants access to various management 
functions. Administrators can add, edit, or remove user accounts, generate new QR codes 
for monitoring points, and oversee security staff activity. They can also generate 
comprehensive reports that include user lists, timestamps by location, daily image captures, 
and incident records. These reports enhance oversight and provide a reliable basis for 
evaluating security operations. Additionally, administrators can view detailed personnel 
profiles to monitor performance and ensure accountability. 

Overall, the flowchart encapsulates the system’s core processes, from 
authentication to data management, demonstrating how the application streamlines guard 
monitoring and site surveillance through structured, real-time operations. 

 

 
Figure 5. Flowchart of the System
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Likert Scale of Measurement for Functional Suitability, Performance Efficiency, 
Reliability, Usability, and Compatibility 
        To assess the overall quality and effectiveness of the proposed system, this study 
employed a five-point Likert scale to gather respondents’ perceptions and feedback. The 
Likert scale provided a structured way of quantifying qualitative opinions by offering five 
response options per question, with ratings ranging from 1 (lowest) to 5 (highest). This 
method allowed for consistent evaluation across multiple quality attributes, specifically 
functional suitability, performance efficiency, reliability, usability, and compatibility. 
        The evaluation framework was guided by the work of Ariyani et al. (2021) and 
Hasanah et al. (2020), who applied the ISO 25010 Software Product Quality Standards 
to measure software reliability and effectiveness. This internationally recognized standard 
ensured that the assessment criteria were comprehensive and aligned with best practices in 
software evaluation. 
 

Table 5. Likert Scale of Measurement for functional suitability, performance efficiency, 
reliability, usability and compatibility. 

Mean 
Range 

Descriptive 
Equivalent 

Verbal Interpretation 

4.51—
5.00 

Strongly  
Agree 

This measure indicates, participants are completely certain that the goals 
have been met and that every facet of the system's functional suitability, 
performance efficiency, dependability, usability, and compatibility has 
been successfully handled without any issues. 

3.51- 
4.50 

Agree This measure indicates that respondents acknowledge the results, even 
though the functional suitability, performance efficiency, reliability, 
usability and compatibility have not been entirely achieved and minor 
issues such as bugs, malfunctions, or unexpected outcomes may exist. 

2.51-
3.50 

 

Fairly Agree 
 

This measure indicates that participants recognize the outcomes and 
assume that the functional suitability, performance efficiency, reliability, 
usability and compatibility objectives have been partially achieved. 
However, certain features may not be completely satisfactory for the 
respondents. 

1.51-
2.50 

 

Disagree This metric shows that the majority of participants believed the results fell 
short of their expectations. 

1.00-
1.50 

Strongly 
Disagree 

This metric shows that participants lacked confidence in the system's 
capacity to achieve the goals. 

 
This measurement approach was instrumental in identifying which aspects of the system 
successfully met user expectations and which required further improvement. It also 
facilitated a simplified yet precise analysis of responses, enabling the researchers to draw 
clear and evidence-based conclusions about the system’s quality and user satisfaction. By 
applying a standardized scale and interpretation, the study ensured objectivity, 
comparability of results, and a well-structured basis for system refinement. 
 

RESULT AND DISCUSSION 
 
Graphical User Interface of the System 
        The Graphical User Interface (GUI) of the System is designed with a strong emphasis 
on usability, clarity, and efficiency. It incorporates intuitive graphical elements such as 
icons, buttons, dropdown menus, and interactive features, ensuring that both administrators 
and guards can navigate the system with ease. The design prioritizes a clean layout, 
consistent color schemes, and clear labeling, making the system accessible even to users 
with minimal technical expertise. Figures 12 and 13 present the dashboards for 
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administrators and guards, respectively, each tailored to their specific roles and 
responsibilities within the security workflow. 
 

 
Figure 6. Dashboard for Admin 

 
For administrators (Figure 6), the dashboard serves as the central control hub for 

the entire system. It provides quick access to essential functions such as managing user 
accounts (add, delete, update, and view), viewing timestamped captured images from guard 
patrols, creating QR codes for specific sites or areas, generating detailed activity reports, 
and managing stored site or area data. The interface uses a gradient blue background, 
visually enhancing the workspace while maintaining a professional aesthetic. Icons are 
accompanied by clear text labels, ensuring straightforward navigation and reducing the 
likelihood of errors. 
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Figure 7. Dashboard for Users 

 
 For guards (Figure 7), the dashboard is streamlined to focus on operational tasks. 

It features essential tools such as the QR code scanner for verifying patrol locations, a 
timestamp-enabled camera for documenting site visits, and a real-time incident reporting 
function that allows guards to capture images, record incident details, and submit the 
location instantly. Navigation tools such as the back arrow and quick actions like "CLEAR" 
and "COPY" are also available for convenience. The guard interface follows a blue-and-
white color scheme with organized grid layouts, presenting a neat and uncluttered 
appearance suitable for field use. 

Overall, the GUI is not only functional but also user-centered, providing each type 
of user with the specific tools they need to perform their duties efficiently. The combination 
of clear visual elements, organized layouts, and role-based dashboards ensures smooth 
interaction, faster task completion, and improved accuracy in data recording and reporting. 

 
Admin Module for Managing Users (Add, Delete, and Update Information) 

The Admin Module serves as the central control hub for managing user accounts, 
particularly those of the security guard personnel under general services. Through the 
admin panel—illustrated in Figure 16—administrators are granted the capability to add, 
delete, and update user information efficiently. This feature ensures that records remain 
accurate, up-to-date, and reflective of the current security staff roster. 

In addition to basic account management, the admin panel provides real-time 
oversight of security operations. Administrators can monitor which guards are currently on 
duty or actively patrolling specific locations. The "View T-Captured" feature further 
enhances monitoring by displaying timestamped photographs captured during patrols, 
enabling verification of personnel activity and compliance. 
 
 



6th	International	Conference	of	Health,	Science	and	Technology	(ICOHETECH)	 
September,	2025 

 

LPPM Universitas Duta Bangsa Surakarta, Indonesia 425 

 

 
 

 
Figure 8. GUI for Admin Module that Manage User 

 
As shown in Figure 8, the admin dashboard is equipped with multiple core functions: 

1. Manage User Accounts – Add, delete, update, and view security guard 
information. 

2. View T-Captured – Access and review timestamped photos or data collected 
during patrols. 

3. Generate QR Codes – Create QR codes assigned to specific sites or rooms for 
patrol verification. 

4. Manage Site/Area Data – Organize and update information about monitored sites 
or locations. 

5. Reports – Access and generate detailed reports on guard activities, patrol logs, and 
incidents. 

6. Site Status – View real-time status updates of various monitored locations. 
This centralized interface streamlines administrative tasks, improves data organization, and 
enhances operational oversight. By providing quick access to essential tools, the Admin 
Module helps ensure accountability, efficient deployment of personnel, and informed 
decision-making in security operations. 
 
Viewing Account Information for General Services Personnel Profile 
           The "View Account Information" feature allows authorized users—such as 
managers and administrators—to quickly and securely access critical details about each 
general services personnel stored in the system. This includes the employee’s full name, 
contact information, role or position, work location, and other relevant data. By 
consolidating this information into one centralized platform, administrators can efficiently 
review staff assignments, verify employee records, and ensure that all data remains accurate 
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and up-to-date. This functionality not only streamlines personnel management but also 
reduces administrative errors, saves time, and enhances overall operational efficiency. 
 
 
 
 
 
 
 
 
 

 
Figure 9. GUI for Viewing Account Info for Personnel Profile 

 
       As shown in Figure 9, the system provides a clear and well-structured display of 
personnel information. On Screen 1, administrators can view comprehensive details for 
each staff member, including full name, phone number, email address, gender, role, job 
status, and other relevant profile data. Screen 2 offers a more concise, organized layout for 
quick reference, allowing easy verification of user roles and employment status. 
      This feature is particularly valuable in environments such as security operations, where 
maintaining accurate personnel documentation is essential. By enabling quick access to 
complete staff profiles, the system supports effective monitoring, better decision-making, 
and stronger accountability in managing the general services workforce. 
 
Generate QR Code for Site Names by Offices and Rooms 
         The Generate QR Code feature assigns each office or room a unique digital 
identifier, allowing for quick and efficient access to location-specific information. By 
scanning the generated QR code using a mobile device, users can instantly retrieve details 
such as the equipment present in the area, assigned personnel, and the room’s designated 
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function. This capability enhances site management by reducing the need for manual record 
searches, improving security, streamlining navigation, and ensuring accurate 
documentation. 

 
Figure 10.  Graphical User Interface (GUI) for Generating QR Codes 

         
As shown in Figure 10, the interface enables administrators to generate QR codes 

for specific sites or areas. From a dropdown menu, the administrator can select the 
designated region, such as Utility (GSOPA), Ground Maintenance (GSOP), Facilities 
(GSOPA), or Main Campus (GSOSG). After selecting the region, the specific office or 
room name is entered. Once the information is provided, clicking the "Generate QR" 
button automatically creates a unique QR code for that location. 

The system also allows the generated QR code to be downloaded instantly, with 
the image automatically saved to the gallery for future reference. This streamlined process 
ensures that every room and office has a readily accessible, scannable code, supporting 
efficient tracking, monitoring, and management of facilities. 
 
Timestamp for Location Report 

This feature plays a critical role in monitoring field operations by recording the 
exact time and location of activities. It ensures accurate documentation, supports 
transparency in service delivery, and provides verifiable records for operational audits. 
Furthermore, it helps identify patterns in photo captures, determine peak activity periods, 
and detect areas that may be under-monitored, enabling administrators to address gaps in 
coverage effectively. 
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Figure 11. GUI for Timestamp for Location Report 

 
Figure 11 displays two key data tables: Daily Captures and Location 

Distribution. The Location Distribution table lists various recorded locations, including 
multiple addresses in Digos City, Davao del Sur, Philippines, along with one entry where 
the address could not be retrieved. The Daily Captures table presents the number of 
captures logged each day, spanning from April 10, 2025, to April 16, 2025, along with 
corresponding tallies. This structured reporting format enables quick analysis of 
operational coverage, activity frequency, and geographic distribution of captured data. 
 
Incident by Location Report 

The Incident by Location Report feature serves as a central tool for systematically 
documenting, organizing, and presenting incident data according to the specific location of 
each occurrence. This function plays a critical role in helping organizations maintain a safe, 
secure, and well-managed environment by enabling quick identification of high-risk areas, 
facilitating targeted preventive measures, and supporting strategic resource allocation for 
incident response. 

By integrating with the system’s QR Code Generation and Timestamp for 
Location modules, each incident record can be linked to a unique site identifier and an 
exact date-time capture. This ensures that every reported event is verifiable, location-
specific, and traceable, reducing the risk of data loss or misreporting. For example, QR 
codes assigned to offices or rooms make it possible for personnel to quickly log incidents 
using their mobile devices, while timestamped entries confirm when and where the events 
occurred. 



6th	International	Conference	of	Health,	Science	and	Technology	(ICOHETECH)	 
September,	2025 

 

LPPM Universitas Duta Bangsa Surakarta, Indonesia 429 

 

 
Figure 12. Incident by Location Report 

 
Figure 12 showcases the Incident Reports interface, which visually presents both 

weekly incident statistics and their corresponding locations. The design includes BACK 
and VIEW CHARTS buttons for easy navigation, with the title Incident Reports positioned 
at the top left. A SELECT DATE button highlights the Latest Incidents section, allowing users to 
filter and focus on specific reporting periods. The interface is divided into two primary tables: 
Weekly Incidents and Incidents by Location. The Weekly Incidents table provides a detailed 
breakdown of occurrences for each day of the week, showing both the total number of incidents and 
their percentage distribution. The Incidents by Location table lists the exact places where these 
events occurred, offering a location-based perspective that is crucial for pattern recognition and 
decision-making.  Through this integrated reporting approach, administrators can not only see the 
“what” and “when” of incidents but also the “where” with precise, verifiable data. This enhances 
transparency, improves accountability, and allows management to focus preventive actions on the 
areas that need them most. 
 
QR Code Integration for Site Management 

The QR Code feature set within the system provides a complete workflow for 
location identification, tracking, and reporting. This process begins with the Generate QR 
Code module, where administrators assign a unique digital identifier to each site—whether 
it is an office, room, or designated operational area. These codes store vital site details such 
as location name, purpose, and assigned personnel. By generating and distributing these 
codes, the system ensures that every site can be quickly identified and monitored without 
relying on manual recordkeeping. 

Once QR codes are deployed on-site, the Scan QR Code by Site Location module 
enables personnel to verify and retrieve site details in real-time. Using a mobile device, 
users simply scan the administrator-issued QR code to instantly display key information 
such as the site name, identification number, date, time, and operational status. This step 
ensures that all site interactions—whether inspections, maintenance, or incident 
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responses—are tied to an authenticated location record, minimizing errors and ensuring 
data accuracy. 

 

 
Figure 13. GUI for Scan a QR Code for site location 

 
       Finally, location-specific activities and occurrences are recorded and organized 
through the Incident by Location Report module. Incidents captured from the field are 
automatically linked to their corresponding QR-verified location. This allows 
administrators to view, sort, and analyze data based on exact site coordinates and usage 
history. Weekly incident summaries and detailed breakdowns by location help management 
identify high-risk areas, allocate resources more effectively, and maintain a safe, well-
managed environment. By integrating QR code generation, scanning, and location-based 
reporting, the system creates a seamless loop of site identification → verification → 
performance and incident monitoring, significantly enhancing operational efficiency, 
security, and data reliability. 
 
Capture with Timestamp Camera Module 
      The Capture with Timestamp Camera Module allows users to accurately document 
incidents, site visits, or field activities by taking photos with the application’s built-in 
camera. Each captured image is automatically embedded with the exact date, time, and 
location, ensuring that all records are both verifiable and time-specific. This feature is 
particularly valuable for operational monitoring, incident reporting, and maintaining 
reliable proof of presence at designated sites.  Figure 14  illustrates the module’s user 
interface, which is divided into three key screens. 
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Figure 14. GUI for Timestamp Camera Module 

 
• Screen 1 displays a confirmation prompt asking the user whether to save the 

recently captured image, with YES and NO options. The lower section shows the 
embedded location (0855-F07, Digos City, Davao del Sur, Philippines) and 
timestamp (05/07/25 02:25 PM). 

• Screen 2 presents the camera interface, including the user’s name (melecio loro 
jr.), a preview of the captured image, and the automatically generated timestamp 
(05/07/25 02:35:45 PM) along with the location details. 

• Screen 3 shows the ADMIN view, which lists all timestamped photos submitted 
by security personnel. This log provides visual proof of their presence and 
activities at specific sites, with each entry linked to a verified date, time, and 
location. The Davao del Sur State College logo appears at the bottom of the 
interface for official branding. 
By integrating timestamped geolocation data directly into photos, this module 

ensures accuracy, accountability, and transparency in field operations. 
 
Capture with Real-Time Incident by Location Module 

The Capture with Real-Time Incident by Location Module is designed to 
streamline the process of recording and tracking incidents as they happen, with precise 
geolocation tagging. This feature allows users to log incidents instantly, capturing essential 
details such as the type of incident, its severity, exact time of occurrence, description, and 
any supporting images. By providing comprehensive and timely information—including 
incident category, severity level, date and time, summary, and optional photo evidence—
the module ensures accurate documentation and reliable recordkeeping. This real-time 
capability significantly enhances situational awareness, enabling decision-makers to 
respond promptly and effectively. In emergency or time-sensitive scenarios, it supports 
faster command chain reactions, minimizes communication delays, and reduces errors 
common in manual reporting. 
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Figure 15.GUI for Capture Incident Report 

    
Figure 15 shows the Capture Incident Report interface, where users can 

complete a structured incident report form by entering the location and relevant details. 
Once submitted, the system logs the incident, ensuring it is properly documented and 
traceable. This function not only promotes operational efficiency but also strengthens 
accountability and safety by allowing immediate, on-site reporting of critical events. 
 
Generating a Report on Visited Sites 

This feature allows users to automatically generate detailed reports of all sites 
visited within a specified time frame. Each report contains key information such as the site 
names, along with the exact dates and times of each visit. Maintaining these records makes 
it easier to verify attendance, review past activities, and ensure that users followed their 
assigned schedules. This functionality is particularly valuable for monitoring guard patrols, 
tracking employee field tasks, and ensuring operational compliance. By automating report 
generation, the system improves accuracy, reduces manual workload, and saves time in 
compiling visit data. 
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Figure 16. GUI for Generate report on visited sites 

 
Figure 16  presents the Site Visits Distribution table, which lists the number and 

percentage of visits for each location. The table has three columns: Site, Visits, and 
Percentage. For instance, "Area: Dev com 1" has the highest number of visits—24 visits, 
or 13.41% of the total—while "Area: Comp Dept" has the fewest, with only one visit 
(0.56%). Other areas recorded between two and seven visits, indicating relatively low 
frequency. This data allows administrators to easily identify frequently checked locations 
versus those with minimal visits, helping determine if certain areas require increased 
monitoring. Ultimately, this supports improved safety, better resource allocation, and more 
effective workflow management. 
 
 
Evaluation  Results from the Evaluators based on ISO 25010 Software Quality 
Framework 

The results summarized in Table 2 reveal a broadly positive evaluation of the 
System across key quality dimensions defined under the ISO 25010 standard. Each quality 
attribute—functional suitability, performance efficiency, usability, reliability, and 
compatibility—received a mean rating within the “Agree” range, indicating strong user 
confidence in the system’s overall performance. 
 
Table 2. Summary of Respondents Rating based on ISO 25010  Software Quality Framework 
April, 2025 

Quality Characteristics Mean Verbal Interpretation 
Functional suitability 4.5 Agree 
Performance efficiency 4.3 Agree 
Usability 4.2 Agree 
Reliability 4.2 Agree 
Compatibility 4.32 Agree 

Consolidated Mean 4.37 Agree 
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According to ISO 25010, functional suitability reflects the degree to which a 
system provides functions meeting stated and implied needs under specified conditions ISO 
25010 Model. The highest score of 4.50 suggests that users strongly perceive the system to 
perform its intended tasks—such as accurately managing personnel accounts, generating 
QR codes for location-based monitoring, and producing detailed site visit reports—with 
efficiency and correctness. 

Performance efficiency, which concerns the system’s responsiveness and 
resource utilization under given conditions ISO 25010 Quality Model, received a mean of 
4.30. This indicates that common operations—such as QR scanning, timestamped captures, 
and report compilation—execute within acceptable performance thresholds. Such 
responsiveness is critical for field environments where delays can hinder operational 
effectiveness. 

The compatibility dimension earned 4.32, revealing that users find the system 
integrates well with existing hardware and workflows. ISO 25010 defines compatibility as 
a system’s ability to function within shared environments without interference ISO 25010 
Model. This supports smoother deployment and adoption across diverse operational 
settings. 

Usability and reliability, each scoring 4.20, were the lowest-rated dimensions. 
ISO 25010 describes usability as the extent to which a product is effective, efficient, and 
satisfying for specified users ISO 25010 Model, while reliability denotes its ability to 
perform consistently under required conditions ISO 25010 Model. These results suggest 
that, although the system is generally user-friendly and dependable, there remains room for 
improvement—especially in interface design, navigation flow, and stability in varied usage 
scenarios. 

With a consolidated mean of 4.37, the system achieves a solid affirmation in 
software quality under ISO 25010 evaluation. This overall “Agree” rating confirms that the 
system aligns well with user expectations in terms of operational functionality, efficiency, 
and integration. The results also highlight specific development areas—namely usability 
and reliability—where targeted refinements could further enhance user satisfaction and 
system robustness. 

In conclusion, the evaluation demonstrates the system’s readiness for real-world 
deployment, while also offering actionable insights to guide future enhancements. By 
focusing on interface optimization and reinforcing operational reliability, subsequent 
versions can achieve even higher levels of user satisfaction and long-term stability. 

 
CONCLUSION  

 
The System meets its objectives as a reliable, efficient, and user-friendly platform 

for managing personnel and operational surveillance data. Both the admin and user 
modules performed effectively, with core account management features scoring between 
4.4 and 4.6, and key operational functions—such as QR code generation (4.77) and QR 
code scanning (4.67)—earning the highest user approval. Additional features, including 
timestamped image capture, location tagging, and incident reporting, also received 
favorable ratings of 4.0 to 4.3, demonstrating their value in enhancing security monitoring 
and decision-making. These results validate the system’s readiness for real-world 
deployment, offering a dependable tool that streamlines workflows, ensures accurate 
reporting, and supports timely, data-driven security operations. Lastly , It is recommended 
to improve the system’s usability through better interface design and navigation, enhance 
reliability with optimization and stress testing, and upgrade image capture and reporting 
with higher resolution, offline use, and automated formatting. Expanding compatibility 
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with other security tools, providing regular personnel training, and implementing 
continuous feedback with scheduled updates will ensure consistent performance and 
adaptability to evolving needs. 
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